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Abstract

Machine learning (ML) classification models are increasingly being used in a wide range of
applications where it is important that predictions are accompanied by uncertainties, including
in climate and earth observation, medical diagnosis and bioaerosol monitoring. The output of an
ML classification model is a type of categorical variable known as a nominal property in the
International Vocabulary of Metrology (VIM). However, concepts related to uncertainty
evaluation for nominal properties are not defined in the VIM, nor is such evaluation addressed
by the guide to the expression of uncertainty in measurement (GUM). In this paper we propose
a metrological conceptual uncertainty evaluation framework for nominal properties. This
framework is based on probability mass functions and summary statistics thereof, and it is
applicable to ML classification. We also illustrate its use in the context of two applications that
exemplify the issues and have significant societal impact, namely, climate and earth observation
and medical diagnosis. Our framework would enable an extension of the GUM to uncertainty
for nominal properties, which would make both applicable to ML classification models.

Keywords: classification, machine learning, uncertainty evaluation, nominal properties

1. Introduction climate and earth observation [1-5], health care [6, 7], and

advanced manufacturing [8]. ML models can be used to make
1.1. Machine learning (ML) classification from a metrology sense of large data sets and learn complex relationships within
perspective them, and also to automate manual processes that require con-

siderable time or expertise.

Many of these applications involve the measurement of
some signal on an instrument and inferring information of
value to society from that signal. Traditionally, such prob-
lems would have involved developing a physical or empirical
model that would relate the measurements to the information
of interest. Where the information of interest is a quantity or
set of quantities, the empirical model developed would form

Original Content from this work may be used under the o 1ot ig considered in metrology a measurement model, provid-
BY

terms of the Creative Commons Attribution 4.0 licence. Any | . . R ..
further distribution of this work must maintain attribution to the author(s) and 118 the relationship between input quantities and a measurand,

the title of the work, journal citation and DOL. the ‘quantity intended to be measured’ [9].

The use of ML models offers the potential to bring great bene-
fits to a wide range of societal challenges, for example in
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ML methods, and in particular methods of supervised
learning, are increasingly being used to establish (define and
parametrise) measurement models. In supervised learning,
data-driven models are built to infer predictions of the value
of some (output) variable given knowledge of the values of
other (input) variables. Typically a model type is first selected,
and then its parameters are optimised. An example of a type of
model used in supervised learning is a neural network with a
predefined architecture (see section 4.2). The phrase ‘to learn
the model’ is commonly used in ML to refer to the optimisa-
tion of the model parameters.

The distinctive feature of supervised learning models is that
their parameters are learned from training data, rather than
purely using physical intuition or laws. Two types of super-
vised learning are often distinguished: regression and classi-
fication. The distinction is based on the type of variable that
is being predicted: a regression model predicts a quantitat-
ive variable, while a classification model predicts a categor-
ical variable. In section 2 we define the terms quantitative and
categorical more precisely and provide examples of each.

Both regression and classification models have wide applic-
ation, but the focus of this paper is on classification models. By
a classification model we mean a function f, which takes some
number of input variables and returns a categorical output vari-
able. Formally speaking, we can denote a collection of input
variables by X. A collection is like a vector but can include
both quantitative and categorical variables. The output cat-
egorical variable is denoted by Y, and can take one of K values
(often referred to in ML as classes) denoted by {ci,...,ck}.
Following the convention of the guide to the expression of
uncertainty in measurement (GUM) [10], we denote a value
taken by any of these variables using lower case. Thus x is an
instance of X and y is an instance of Y and these are related
through

y=f(x), yeCx:={c1,...,ck}. (1.1
In reality, most classification models output a particular type of
categorical variable known as a nominal variable (sometimes
referred to as an unordered categorical variable), or a nom-
inal property in the language of the International Vocabulary
of Metrology (VIM) [9], in which the categories have no nat-
ural ordering. See section 2 for a more detailed discussion of
variable types and how they are categorised in the VIM.

More specifically, an ML classification model is one that
has been learned from labelled training data, by which we
mean N samples (or observations) of paired data (x;,y;),i =
1,...,N, consisting of observations of both the collection of
input variables X and the output variable Y. The supervised
learning process consists of two stages: a training phase and
a prediction phase. In the training phase, the model f is
learned from known paired inputs and outputs, which typic-
ally involves optimising the parameters of the model. In the
prediction phase, the model is then evaluated upon new input
variables. ML classification models, which are learned from
training data, can be distinguished from rule-based classifiers

which use predetermined classification rules which are not
dependent upon data.

1.2. Uncertainty evaluation for ML classification

It is always important that an ML classification model is
deployed in a trustworthy and quality-assured way. More spe-
cifically, ML classification models are currently being used
in several applications in which it is crucial that predictions
are accompanied by an evaluation of uncertainty. Examples
include earth observation such as land cover (LC) classifica-
tion, mapping of water, ice extent and cloud masking [1-3],
environmental monitoring such as bioaerosol classification [4,
5], and medical diagnosis such as the detection of heart arry-
thmias from electrocardiogram (ECG) and photoplethysmo-
graphy (PPG) signals [6, 7]. See section 4 where we illustrate
the conceptual contributions of this paper in the context of
two case studies: LC classification and atrial fibrillation (AF)
detection. The importance of uncertainty evaluation for ML
was highlighted in the Strategic Research Agenda developed
by the European Metrology Network for Mathematics and
Statistics MATHMET) [11, section 3].

In a metrology context, the outputs of an ML model may
also be used to make inferences about other variables, that
is, they can be used as input quantities for further meas-
urement models or classification models. It follows that, as
well as being important as an end in itself, uncertainty eval-
uation also enables the outputs of ML models to be used as
part of an ongoing traceability chain, where the term trace-
ability chain is used to include both traditional metrological
traceability chains, where artefacts or reference materials are
passed between facilities, and situations where data are passed
through multiple processing steps (e.g. [12]). In section 3.3,
we provide an example of how the outputs of an ML classific-
ation model, along with their accompanying uncertainties, can
be included as inputs to other models.

12.1. The uncertainty evaluation task for ML classification
models. For classification models, a common way to
express the confidence of a prediction is to assign a probability
to each of the K possible classes rather than simply returning a
single predicted class [9, definition 2.9]. Assigning a probabil-
ity to each class of a nominal property is equivalent to obtain-
ing the probability mass function (PMF) for the classification.
In section 3 we develop the observation that the role of the
PMF here is the natural counterpart of the role of the prob-
ability density function (PDF) in the measurement of a con-
tinuous quantitative variable (continuous quantity). We also
show in section 3 how the PMF of a categorical variable can
be used as an input into other models, allowing the propaga-
tion of uncertainty through multistage measurement models
involving nominal properties.

Section 1.1 described how ML classification is a type of
supervised learning where a model is learned that relates
outputs to inputs, and where an implementation of ML
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Figure 1. Factors contributing to uncertainty in ML prediction.

classification involves a training phase followed by a predic-
tion phase. In ML classification models, contributions to the
overall uncertainty of a prediction are introduced in both the
training and prediction phases, which is in contrast to rule-
based classifiers in which there is no training phase and where
the classification rule is predetermined, for example tolerance
thresholds in conformity assessment (see also section 1.2.2).

A crucial assumption in supervised learning is that the
model learned on training data is applicable to input data for
which predictions are desired. One way to statistically char-
acterise this assumption is to say that the input data (for both
training and prediction) are independent and identically dis-
tributed (i.i.d.). In practice, this assumption must be validated
through appropriate experimentation. For example the i.i.d.
assumption can be validated using a suitable hypothesis test.
Where the assumption is violated, new input data for which
model predictions are required is said to have undergone dis-
tribution shift; see for example [13, chapter 8]. Uncertainty
evaluation methods for supervised learning predictions typic-
ally assume the absence of distribution shift, and such meth-
ods are only reliable to the extent that this assumption is not
violated.

We next outline some of the factors contributing to predic-
tion uncertainty throughout the ML pipeline. These contribut-
ory factors are also illustrated in figure 1.

1. Training data uncertainty. In the training phase, one con-
tribution to prediction uncertainty is uncertainty in the train-
ing data itself. For example, when classifying LC based
upon surface reflectance measurements (see our case study
in section 4.1), there is uncertainty in the surface reflect-
ance measurements due to imperfect knowledge of aerosol

optical depth (AOD) (input variables), and the LC data is
also subject to labelling errors (output data). These training
data uncertainties affect the training of the model.

2. Class assignment uncertainty. In classification tasks for
which ML might be used, there is typically no theoretical
justification for the choice of input variables, and therefore
no reason to assume that observations of the input variables
are sufficient to determine a classification unambiguously.
Such tasks are in this sense ill-posed: a given observation
for the input variables could occur for data drawn from more
than one class. In such cases, there is a limitation, inher-
ent in the modelling task, to determining the class to which
a data sample belongs. This limitation is itself dependent
upon the choice of input variables. Feature selection refers
to the common practice in ML of choosing a subset of
available input variables, which can help to remove redund-
ant/unnecessary input variables. However, feature selection
cannot eliminate class assignment uncertainty if the original
selection of variables is insufficient.

3. Uncertainty about choice of model. The supervised learn-
ing approach relies upon the selection of a certain type of
classification model (see section 1.1). The model type is
typically selected using empirical testing, and this process
introduces uncertainty. Bayesian model averaging is one
method that has been proposed to capture uncertainty due
to choice of model [14].

4. Model parameter uncertainty. ML models need to be

optimised using the training data, for example, optimising
the values of its parameters. There is, therefore, also uncer-
tainty related to the estimates of the ML model parameters.
Some of this uncertainty may be due to the challenges of
optimising a model with multiple local optima. The abil-
ity to optimise an ML model also depends upon having
training data that samples the region of data space that is
of interest sufficiently densely. Training data requirements
vary depending upon the complexity of the classification
task and the chosen ML model.

5. New input data uncertainty. In the prediction phase,
additional uncertainty is introduced through measurement
uncertainties in previously unused (non-training) input data
to which the model is being applied.

Uncertainty source (2) can be understood as inherent to the
learning task. Uncertainty sources (1) and (5) constitute prop-
erties of the measuring system used to obtain the observational
data. Uncertainty sources (3) and (4) are both a property of the
modelling approach (though modelling approaches are often
constrained by the task).

Many modern ML classifiers were originally developed
with the aim of identifying the (single) correct class. However,
the need to go beyond deterministic classifiers and evaluate
uncertainty has been recognised in the ML community; see for
example [15]. Many, though not all, ML classifiers are prob-
abilistic, in the sense that they return class probabilities [16].
Methods differ according to which sources of uncertainty are
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captured and whether a Bayesian or frequentist approach is
adopted.

In section 4 we present two case studies based on societal
applications that rely on a metrological analysis of probabil-
istic ML classifiers.

In our first case study (section 4.1), a Bayesian approach
is taken using a quadratic discriminant analysis (QDA)
model [17]. This method explicitly models four of the five
sources of uncertainty described above and illustrated in
figure 1. The method falls into the general category of gen-
erative modelling in which the input variables in each class
are assumed to follow some statistical distribution, which in
the case of QDA is a multivariate Gaussian distribution. Other
examples of generative classifiers include linear discriminant
analysis and Naive Bayes; see [16] for more details.

Many modern ML classifiers are instead examples of
discriminative modelling in which classification is achieved
without making statistical assumptions about the data. In our
second case study (section 4.2), a discriminative modelling
approach based on neural network models known as Monte
Carlo (MC) dropout is used [18, 19]. This method captures
uncertainty arising from both the data and the model, but it
does not explicitly model the various sources of uncertainty
in figure 1. The method does, however, have the advantage of
being applicable to high-complexity neural networks, which
are known to be especially able to capture complex non-
linear relationships. Other examples of discriminative classi-
fiers include logistic regression, support vector machines and
tree-based methods such as random forests; see [20] for more
details.

1.2.2. Related metrological frameworks.  Evaluation of the
uncertainty of quantitative outputs from measurement mod-
els is addressed by the GUM suite of documents [10, 21-23]
and the related VIM vocabulary [9]. Central to the GUM is
the concept of the propagation of measurement uncertainty
through measurement models whose parameters have been
determined. This scenario would correspond to a trained ML
model in which estimates of the parameters are used. The
GUM can also treat the parameters that define the measure-
ment model as input quantities in their own right, propagat-
ing uncertainty (and where there are multiple such parameters,
their covariance) as with other input quantities.

The GUM framework is explained for models obtained
through regression of parametric models (empirical measure-
ment models) in GUM-6 [24]. Uncertainty associated with
model parameter estimates is addressed in [24, clause 7].
Uncertainty concerning the choice of model is discussed
briefly in [24, clause 8.5]. The inclusion of effects due to meas-
urement uncertainties in either the input or output variables is
addressed in [24, clauses 9 and 10].

The frameworks developed in the GUM suite of docu-
ments can thus, in principle, be applied to any ML regres-
sion model. However, the GUM documents mentioned above
do not address classification models since the concept of

measurement uncertainty evaluation has been developed in the
metrology community (and in the GUM and VIM documents)
for quantitative variables, or quantities in the language of the
VIM and the GUM. The output of a classification model, on
the other hand, is not a quantitative variable, but rather an
unordered categorical variable, or a nominal property.

A certain kind of classification model is addressed in the
fourth document of the GUM suite dedicated to conformity
assessment [25]. In conformity assessment, the result of a
measurement, which represents a quantity (e.g. mass concen-
tration of mercury in a sample of industrial water), is conver-
ted into a nominal variable, which has two categories: con-
forming and non-conforming. The conversion is implemen-
ted by identifying whether the result of a measurement falls
into an interval of permissible values set by one or two tol-
erance limits. Such conversion essentially represents a binary
classification task. Binary classification performed by apply-
ing a threshold to a quantity (similar to conformity testing) has
many applications. For example, in earth observation, oper-
ational cloud masking of satellite imagery has been histor-
ically performed by applying empirically derived thresholds
to top-of-atmosphere reflectance measurements, e.g. see [26]
(figure 2). However, it is important to note that with the recent
progress of ML learning, and specifically deep learning, more
efforts have been made in developing more advanced cloud
masking algorithms (e.g. [27]).

Similarly to a probabilistic ML classifier, in conformity
assessment the assigned category is provided with a probabil-
ity value, the conformance probability. However, in conform-
ity assessment the classifier is rule-based, there is no train-
ing phase, and therefore uncertainty related to a training phase
does not need to be taken into account. For these reasons, the
framework in [25] cannot be used for a comprehensive uncer-
tainty evaluation of ML classifiers, which rely on training.

In a standard conformity assessment a threshold is fixed
(e.g. a certain critical mass concentration of mercury based on
which a water sample is considered to be conforming or non-
conforming). In contrast, in a binary classification performed
alike conformity assessment (e.g. cloud masking described
above), a threshold is often empirically derived (e.g. based
on expert knowledge of top-of-atmosphere reflectance of a
cloud vs non-cloud). In the latter case, there would be an addi-
tional uncertainty source associated with the choice of the
threshold, which will affect the classification results, and this
uncertainty source is not considered in a standard conformity
assessment [25].

1.3. Summary of contributions

e We propose a metrological conceptual uncertainty evalu-
ation framework for nominal properties which is applicable
to ML classification. Our framework is inspired by existing
vocabularies and frameworks from the fields of qualitative
chemical analysis [28] and clinical laboratory sciences [29].
It is based upon the determination of the PMF of the nominal
variable returned by the ML classifier, and the expression
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Figure 2. Cloud masking of Sentinel-2 satellite imagery.

of uncertainty in terms of summary statistics derived from
it. We review some possible summary statistics, discussing
their benefits and drawbacks. The framework represents a
natural analogue to the determination of the PDF for a quant-
itative variable and the derivation from it of summary stat-
istics such as standard uncertainty. We also show how con-
ditional probability can be used to enable uncertainty eval-
uation for measurement models that have quantitative and
categorical variables as inputs.

o We illustrate our conceptual framework by applying it in the
context of two case studies where a metrological approach
adds value. The first is the use of ML for classification of
LC based upon surface reflectance measurements made by a
spaceborne optical sensor. The second is the use of ML for
detection of AF based upon PPG signals used in wearable
devices.

1.4. Outline of contents

In section 2, we give background on nominal properties, and
we describe how such properties are addressed in metro-
logy. In section 3, we present our framework for uncertainty
evaluation of nominal properties based on discrete probabil-
ity distributions and summary statistics. We also address the
propagation of uncertainty through multistage measurement

models. We present our two ML case studies illustrating the
framework in section 4, before concluding in section 5.

2. Nominal variables

2.1. Nominal versus other variables

Classification tasks deal with nominal variables. To explain
what nominal variables are, we will use Stevens’ theory of
scales of measurement [30]. For a deeper review of Stevens’
theory and its relevance to metrology we refer the reader
to [31]. Stevens’ theory distinguishes four types of scales
of measurement: nominal, ordinal, interval and ratio (see
table 1). A nominal scale has multiple categories (or classes)
with no natural ordering, for example a biological species or a
blood group. Although these categories can be represented by
numbers, the numbers do not have any quantitative meaning.
Properties measured on a nominal scale can only be compared
based on their equivalence, i.e. same or different.

An ordinal scale also has multiple categories, but with a nat-
ural ordering, for example wind force on the Beaufort scale
or stages of cancer. Properties measured on an ordinal scale
can be compared based on their equality and their order, e.g.
higher/lower, stronger/weaker. Distances between categories,
however, are not necessarily meaningful. For example, the
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Table 1. Stevens’ scales of measurement.

Scale Examples Central tendency statistic ~ Dispersion statistic

Nominal  Biological species, blood group Mode See Section 3

Ordinal Wind force on the Beaufort Median, mode Interquartile range (IQR)
scale, stage of cancer

Interval Longitude and latitude, year Mean, median, mode Standard deviation, IQR

Ratio Length, mass Mean, median, mode Standard deviation, IQR

difference in the severity of cancer stages I and II is not the
same as the difference in the severity of cancer stages III and
IV [32].

Unlike for an ordinal scale, for an interval scale the dif-
ferences are meaningful. Examples of properties measured on
an interval scale include longitude and latitude, year, etc. A
distinctive feature of this scale is that it does not have a mean-
ingful (‘true’) zero, which is chosen arbitrarily.

Properties measured on a ratio scale do have a ‘true’ zero
and represent the most encountered properties in physics, for
example length, mass, and electrical power.

One of the important aspects of Stevens’ theory is that
different types of scales have different statistics representing
central tendency and dispersion. From a statistical point of
view, a nominal scale represents the lowest (the most prim-
itive) scale, while a ratio scale represents the highest scale.
Statistics that apply to the lower scales also apply to the
higher scales, but not the other way around [33]. The cent-
ral tendency of properties measured on a nominal scale can
only be expressed by the mode (although strictly speaking,
the mode is representative of the most frequent class, not the
central class). The central tendency of properties measured
on an ordinal scale can be expressed by the mode and the
median. The notions of central tendency and dispersion are
important for understanding how to express uncertainties. In
section 3, we discuss expressions of uncertainty for nominal
variables.

The nomenclature for nominal variables varies across sci-
entific communities. In the mathematical sciences, nominal
and ordinal variables are often merged into a single group, cat-
egorical variables [20, 33], with nominal variables sometimes
referred to as unordered categorical variables and ordinal
variables referred to as ordered categorical variables [20]. In
addition, nominal variables are sometimes called qualitative
variables, and are distinguished from quantitative variables
(variables measured on interval and ratio scales), with some
ambiguity around the classification of ordinal variables [33].
However, in some international standards, the term qualitative
variable (or qualitative property) is used as an umbrella term
for both nominal and ordinal variables [32].

In this paper, we use the term categorical variable as an
umbrella term for nominal and ordinal variables. We do not use
the term qualitative variable to avoid confusion because, as
mentioned above, there is disagreement about whether ordinal
variables are included [32, 33]. We also use interchangeably
the term variable (more common in the language of data

science) and the term property (more common in the language
of metrology).

2.2. Nominal variables in metrology

The authoritative metrological documents used to focus solely
on quantities (quantitative properties). This focus changed
about a decade ago, when definitions of nominal properties
and ordinal quantities were introduced in the 3rd edition of
the VIM, the VIM3 [9, definitions 1.30 and 1.26]. In the pre-
paration of the 4th edition of the VIM (the VIM4), the Joint
Committee for Guides in Metrology (JCGM) is holding a dis-
cussion on including an entire chapter on nominal properties,
motivated by the growing interest in a metrologically rigorous
handling of these properties.

Unlike the VIM, the GUM suite of documents is entirely
focused on quantities, with the only exception being the fourth
document of the GUM suite dedicated to conformity assess-
ment [25], previously mentioned in section 1.

Although the VIM and the GUM currently provide neg-
ligible coverage of nominal variables, these variables have
been addressed in a number of standards and recommend-
ations produced by international bodies working in various
areas of science and industry, where nominal variables are
frequently used. For example, the International Federation
of Clinical Chemistry and Laboratory Medicine (IFCC) and
International Union of Pure and Applied Chemistry (IUPAC)
developed ‘Vocabulary on nominal property, examination,
and related concepts for clinical laboratory sciences (IFCC-
IUPAC Recommendations 2017)’ [29]. Also, nominal vari-
ables and approaches to the evaluation of uncertainties asso-
ciated with such variables were discussed in ‘Assessment
of performance and uncertainty in qualitative chemical ana-
lysis (EURACHEM/CITAC Guide)’ [28]. Recommendations
on handling nominal variables specifically related to refer-
ence materials, which have nominal properties, were recently
systemised in the International Standard ISO 33406:2024
‘Approaches for the production of reference materials with
qualitative properties’ [32]. Discussion on nominal variables
and their uncertainty evaluation can also be found in public-
ations by national metrology institutes (e.g. [34]), as well as
in publications by the members of JCGM Working Group 2
[35]. It is important to note that although many of the above
references address evaluation and expression of uncertainties
associated with nominal variables, no agreement has yet been
reached on this topic.
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3. Uncertainty evaluation for nominal properties

In this section, we outline approaches for uncertainty evalu-
ation of nominal properties and further propagation through
measurement models. In section 3.1, we define PDFs and
PMFs, illustrating that PMFs are the natural probability distri-
bution for nominal properties. In section 3.2, we describe vari-
ous statistics that could be used to express uncertainty of nom-
inal variables, highlighting their strengths and weaknesses and
the extent of their departure from accepted notions of uncer-
tainty in the metrology community. In section 3.3, we show,
with use of the PMF, how uncertainties of nominal properties
can be propagated through measurement models having cat-
egorical inputs.

3.1. Probability distributions

As stated in the GUM [10] and other metrology-related pub-
lications [34], the uncertainty associated with any variable is
fully expressed by its probability distribution, which is the dis-
tribution around a measured value (often taken as the mean of
the distribution) in which the ‘true’ value is expected to lie.
This distribution can either be empirical (i.e. based upon the
frequency of occurrence of the variable), or have an assumed
form (such as Gaussian). For continuous quantitative variables
x that can take values in the set ¥ C R?, where D is the dimen-
sion of the continuous input space, the probability distribution
is defined in terms of a PDF [36][37, Definition 2.26], which
is a map or function

p: X >R,
x— p(x), 3.1
where
/ p(x)dx=1. (3.2)
X

Condition (3.2) ensures that expression (3.1) is properly nor-
malised and can act as a PDF.

Similarly, a nominal variable can take values in the set
Cx ={ci,...,ck}, where K is the number of possible classes
(or categories). Thus, the probability distribution is defined in
terms of the PMF [16][37, definition 2.24]:

p: Cx — [Oa 1] ,
ek pr=plcr), (3.3)
where
K
> p=1 (3.4)
k=1

Condition (3.4) ensures the expression (3.3) obeys the correct
probability sum rule and can act as a PMF.

The PMF of a nominal property can also be fully described
in terms of its probability vector

p=[pi,....px] €0, 1], (3.5)

where each element of the array can take values on the interval
[0,1], and condition (3.4) also holds.

Given the analogy with PDF for quantitative variables,
the PMF is the natural candidate for expressing uncertainty
in nominal properties and has been motivated in metrology-
related publications such as [35, 38], as well as the recent inter-
national standard [32] introduced in section 2.2.

3.2. Expressions of uncertainty

Expressions of uncertainty for quantitative variables such as
the standard deviation are well known in the metrology com-
munity, and are used in the GUM [10]. The standard deviation
is one example of a summary statistic that expresses the uncer-
tainty of a quantitative variable in terms of a single positive
real number. More formally, given a quantitative variable X
with PDF p(x), a statistic u for uncertainty is evaluated using
a function F such that

u=F(p(x)),

The definition of uncertainty according to the VIM [9, 2.26]
is, a ‘non-negative parameter characterising the dispersion of
the quantity values being attributed to a measurand, based on
the information used’. A statistic of dispersion is typically
assumed to involve some notion of distance, and it is has been
questioned whether such a notion exists for nominal proper-
ties [35]. The PMF of a nominal property can be interpreted
in terms of expected distance with respect to a simple met-
ric. Using the Hamming distance on a single categorical vari-
able [16, chapter 25]

Sit = 0
Jk_l

the expected distance to class ¢, of a nominal property follow-
ing the distribution given by p is given by

K
ijsjk = ij =1-ps.
j=1

J#k

u € [0,00). (3.6)

Cj = Ck,

jke{l,... K}, (3.7

otherwise,

(3.8)

Various so-called statistics of variation [39] have been pro-
posed for nominal properties, and we present an overview of
some of these in section 3.2.3. Given our observation in the
previous paragraph that all summary statistics of a PMF have
a distance interpretation, we will refer to them throughout as
statistics of dispersion.

The VIM also defines a notion of standard measurement
uncertainty for quantities, namely the standard deviation,
which captures dispersion about a central tendency, namely
the mean [9, (2.30)]. For nominal properties, the only stat-
istic of central tendency is the mode. Similarly to the notion
of distance in (3.7), we can also define a meaningful notion
of distance from the modal class (or classes in the multimodal
case) for nominal properties (see appendix A). Equipped with
this notion of distance, some of the statistics we present in
section 3.2.3 can indeed be viewed as statistics of dispersion
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about the modal class(es). Writing p = max(p) for the probab-
ility assigned to the modal class(es), also known as the modal
probability, those statistics that can be expressed as a func-
tion of p alone can be interpreted as dispersion about central
tendency.

That said, some of the statistics we present in section 3.2.3
are not in general statistics of dispersion from a central tend-
ency. Such statistics do not, therefore, represent a counter-
part to the notion of standard measurement uncertainty for
quantities.

Such a distinction is only relevant for multi-class nominal
variables (K >2). For binary nominal variables (K = 2), all
statistics of dispersion (from the mode or otherwise) can be
expressed as a function of p alone, and so capture dispersion
about central tendency. For each of the statistics of dispersion
defined in section 3.2.3, we state their explicit reduction to a
function of p alone in the binary case.

3.2.1. Uncertainty and confidence. A distinction is made
in the literature e.g. [35, 40], between the confidence in the
prediction of an ML classification model, and the predictive
uncertainty. Given a probability vector p = [py,,...,pk] of an
ML classification model y = f(x), y € Ck, the classification of
the output is typically given by the mode of the PMF, defined as
the modal class ¢. The confidence in the prediction can then be
expressed as modal probability p, which is the probability that
y is the modal class. Note that this notion of confidence is dis-
tinct from a confidence interval which is one way of express-
ing uncertainty for quantitative variables in the GUM and the
VIM.

Using the modal probability as a form of uncertainty
expression has advantages in the sense that it is directly associ-
ated with the model prediction, and as such aligns with the lan-
guage for expressing uncertainty of quantitative variables [10].
For example, the output of a classification model ¥ = f(x) can
be written as the pair (¢,p), where p is the probability of
the prediction y =¢. This language can be extended [35] to
include multiple classes, i.e. the ML classification model pre-
dicts y = {cy, c2 } with probability p = py + p,. However, con-
fidence is not the same as uncertainty. A probability equal to
1 would express complete certainty in the output of a clas-
sification model, thus the uncertainty should be 0. It is pos-
sible, though, to define a statistic of dispersion about a central
tendency which is a linear transformation of confidence (see
section 3.2.3). Thus, even though uncertainty and confidence
are not the same, they are intimately related.

3.2.2. Properties of an uncertainty statistic. In general, a
statistic F' expressing the uncertainty associated with a nom-
inal variable y with PMF p, should satisfy the following prop-
erties (adapted from [39, 41]):

1. F gives a non-negative real scalar value: F(p) € [0, 00).

2. F gives 0 if and only if there is no uncertainty. That is,
F(p') = 0 if and only if the elements of p' take the form

1 ¢ =¢

1 k )

= k=1,...,K.
Pr { 0 otherwise,

3. F is maximum when there is maximal uncertainty. This is
when all probabilities are equal, or equivalently when all
classes could be the mode:

(3.9)

F(p) < F(punif)7 (310)

where (punit)x = 1/K, k=1,...,K is the categorical uni-
form distribution.

A normalised statistic F,om can then be defined for nominal
properties:

F(p)
F (punif)

where Fom (Pyyie) = 1 represents maximal uncertainty.

In summary, a (normalised) statistic F expressing the
uncertainty associated with the output probabilities of an
ML classification model is minimum (zero) when the model
predicts a single class with 100% probability, and is max-
imum (one) when the model predicts equal probabilities to all
classes.

In the following analysis, we will consider only normalised
statistics that satisfy the above properties, for a fair compar-
ison between expressions of uncertainty (see section 3.2.4).
As such, we do not consider statistics that quantify differ-
ent aspects of uncertainty, such as the expected difference of
information to a reference class [42], which has been gaining
popularity in LC classification (see case study in section 4.1).
This statistic fails on property 3, since the statistic is minimum
for a uniform distribution, whereas it should be maximum if it
is to represent uncertainty.

From (P) = elo,1], (3.11)

3.2.3. Statistics of dispersion. In this section, we give an
overview of some of the statistics of dispersion that have been
proposed.

Wilcox’s variation ratio (WVR)

WVR [41], also known as the mean deviation from the mode,
is a natural extension of the concept of confidence (see
section 3.2.1) in a classification model prediction to an expres-
sion of uncertainty, defined by

Kp—1
K—1"°

uwvr (p) =1— (3.12)
For unimodal distributions only, the WVR can be expressed in
terms of the expected distance from the mode. Thus the WVR
is analogous to the standard deviation for continuous variables.
See appendix A for a derivation of WVR in terms of expected
distance from the mode.
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For binary classification (K = 2), expression (3.12) reduces
to

uwvr (p) =2(1 —p). (3.13)
The WVR expresses the remaining uncertainty after taking
into account the modal probability p of the classification res-
ult. However, it does not take into account the entire PMF, and
in particular variation in probabilities of the remaining classes.
This issue is only relevant in the case of non-binary classific-
ation problems, such as the one described in section 4.1.

Universal variation ratio (UVR)
The UVR [43] is an extension of the WVR that explicitly takes
account of multimodal distributions, defined as

K? p
oV (P) = 15— (12),

where m is the number of modes. This extension allows expres-
sion of the UVR in terms of the expected distance from the
mode in the multimodal case (see appendix A for a deriva-
tion), which cannot be achieved for the WVR.

By explicitly including the number of modes, the UVR is
discontinuous as p varies. This becomes clear in binary classi-
fication, where m =1 in all cases except for a uniform distri-
bution when m = 2. Therefore, in binary classification expres-
sion (3.14) reduces to

(3.14)

uuvr (p) = { (3.15)

It can be shown [43] that uyvr (p) < uwvr (p) for all unimodal
distributions.

Standard deviation from the mode (SDM)

Both the WVR and UVR take account of the modal probab-
ility p, but not the distribution among the remaining classes,
which might be important to consider. Motivated by finding
a statistic based on the deviation from the mode, which takes
account of all values in the PMF, Kva Iseth [44] defined the
SDM for nominal variables. In normalised form this standard

deviation is
K/~ 2
uspm (p) = 1= —Z":;((’i o S Gae

For binary classification, expression (3.16) reduces to (see
appendix B):
uspm (p) =2(1-p), (3.17)
and so in the binary case WVR and SDM are equivalent.
The SDM has the property that uspm (p) < uwvr(p) for all
unimodal distributions.

One advantage of using the SDM is that for a large num-
ber n of samples used to estimate the output PMF, such as the

output trees of random forests, the SDM is normally distrib-
uted in the unimodal case [44] lispm ~ N (uspm (P), o2pm (P))
with

~ 2 ~ 2
_p(1—Kp)" + > e Pk (P — i)
n(K—1)*(1 —uspu (p))*

_ (I—uspm (P))z.

(3.18)

This result allows the use of confidence intervals for the
statistic.

Entropy
The information (or Shannon) entropy (not to be confused with
thermodynamic entropy) is an expression of information con-
tent, originally motivated to describe the theory of signal com-
munication [45].

The normalised version (or relative probability entropy) is
defined for nominal properties as

K

H(p) =E[—loggp] = — ZPk logg pi-
k=1

(3.19)

In the binary classification case, expression (3.19) reduces to
the original Shannon entropy in bits

H(p) = —plog, (p) — (1 —p)log, (1 —p). (3.20)
Information entropy is commonly used in the existing liter-
ature as a statistic for expressing the uncertainty in nominal
variables [41, 46, 47], as well as the recent international stand-
ard [32]. It is also the most commonly used statistic in the
ML community for summarising uncertainty in predictions of
classification models [15, 19, 40]. The principle of maximum
entropy (uncertainty) is also used in Bayesian inference (see
section 4.1.3) for selection of prior probabilities [48].

Mari [35] suggested an extension to information entropy
given (in normalised form) by

K 1 [T g

H (p) = _
() =% K—1

(3.21)

Such a transformation can be performed to any expression
of uncertainty F(p) for nominal properties to produce a new
statistic F*(p) = (K"®) — 1) /(K — 1), which also satisfies the
properties in section 3.2.2. This transformation has the prop-
erty F*(p) < F(p)Vp, and so will lower the variation in the
values of the new statistic (see tables 4-6). This allows the
statistic to be more robust against small perturbations of the
PMEF.

One alternative variant on the information entropy is called
the a-quadratic entropy [49], defined as

K2a—1
Hy(p) = ST -p)®, ac(0,1]. (322

(K—1)7 £

If « is close to zero, this statistic is not very sensitive to
changes in p, but for « close to one, this statistic has higher
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sensitivity [50], and has been used in evaluating uncertainties
in LC classification models [42, 50].

Both of the statistics given in (3.21) and (3.22) reduce to
statistics of dispersion about the mode in the binary case, but
we omit the details for the sake of brevity.

Index of qualitative variation (IQV)

The IQV [41], also known as the quadratic score [S51], is
another common expression of uncertainty that is widely
accepted in the social sciences [43]. It is defined in normal-
ised form as

K K
Qv (P) = 17— <1 - ;d) : (3.23)

which for binary classification reduces to
urqv (p) =4p (1 -p). (3.24)

The IQV is a special case of the a-quadratic entropy in expres-
sion (3.22) with = 1.

Coefficient of nominal variation (CNV)
A variant of the IQV proposed in [52] is the CNV defined as

K Kfpz—l
ucny (p) =1- 1—M1QV(P)=1—\/Z]€K_+1]{'

(3.25)

This transformation ensures that ucny (p) < uigv(p) for all
distributions, with equality for p' and p,,;. In terms of the
normed distance d(p,q) = ||p — q||» between two PMFs p and
¢, the CNV can be rewritten as

d (p7 Punit )
d (pl s Punif )
giving the CNV a natural interpretation in terms of the distance

of the PMF from a uniform distribution. For binary classifica-
tion, expression (3.25) reduces to (see appendix B):

ucny (p) =1 ; (3.26)

ucny (p) =2(1—p), (3.27)

which is equivalent to the WVR and the SDM.

3.2.4. Comparing statistics of uncertainty. The statistics
described in section 3.2 have various advantages and disad-
vantages. In this section we compare their properties and per-
formance on a few example predictive probability distribu-
tions. One particular example in binary classification is the
PMF p,4 shown in figure 3. Since py4 is halfway between total
certainty and maximal uncertainty, i.e. py, = 0.75, it was sug-
gested in [39] that the statistic of uncertainty should also be
halfway between the extreme values, i.e. 0.5. We also con-
sider the multi-class PMFs pp and p¢, which have the same
model prediction y, with the same confidence (modal probab-
ility) of 0.5. The example PMFs are visualised in figure 3 for
comparison.

Table 2 compares the various expressions of uncertainty for
nominal properties. The first point to note is the result that
F(pg) > F(pc) for all F considered, even though at first glance
it might appear more obvious which is the best prediction of
the classification model in pg. This result is due to the fact that
the statistics are expressing the certainty that the mode can
either be one of two possibilities in pc (i.e. (pc)1 + (pc)2 =
0.96), as the distribution is peaked about these two possible
classes. Whereas for pp, the probability distribution is spread
over all classes, leading to more uncertainty in the output class.

If we expect the uncertainty of p4 to be 0.5, then we see that
WVR, SDM and CNV satisfy this condition. In fact, WVR,
SDM and CNV have the same expressions for binary classi-
fication (see appendix B). These three statistics also have the
same values for pp because expressions (3.16) and (3.25) sim-
plify to (3.12) when all the non-modal classes have the same
probability (see appendix B). Thus, we only see a difference
in values for p¢, with WVR and CNV giving the highest and
lowest values respectively.

If we wish the statistic to use explicitly the modal probab-
ility (or confidence), as well as information about the entire
distribution, then SDM is the only option. However, the SDM
shows little difference in uncertainty between pp and pc,
where a larger difference from studying figure 3 might be
expected. In this case, CNV might be the more appropriate
choice, but at the cost of no longer explicitly using informa-
tion about the mode.

3.3. Uncertainty propagation with nominal properties

In section 3.2, we considered various ways in which the uncer-
tainty in nominal properties can be expressed through a sum-
mary statistic. However, to propagate such uncertainty through
a chain of measurement models, it is more appropriate to con-
sider the full PMF. For quantitative properties, it is more dif-
ficult to propagate the full PDF analytically due to intractable
integrals, and it is commonly the case that the full PDF is
unknown and modelled using simpler forms such as assum-
ing a Gaussian distribution. In such cases, summary statistics,
such as the standard deviation, are propagated using the law of
propagation of uncertainty [21]. Alternatively, where the PDF
is well known, sampling techniques such as MC can propagate
the full PDF [22].

In the case of a PDF having an analytical form, such as a
Gaussian or rectangular distribution, the full PDF can be dir-
ectly inferred from summary statistics, such as the standard
deviation. On the other hand, the summary statistics for nom-
inal properties described in section 3.2 cannot be used to infer
the PMF except in simplistic examples such as binary clas-
sification. It is therefore recommended to use the full PMF
in uncertainty propagation through multistage measurement
models that involve nominal properties.

Since, for nominal properties, the PMF can be defined
explicitly, it can be used to obtain analytical results for
propagation through measurement models. Consider an ML
classification model f with outputs y € Cx, which have a
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1

2

(a) Example binary classification PMF:

pa = [0.75,0.25].

(b) Example multi-class classification PMF's:

pc = [0.5,0.46, 0.01,0.01,0.01, 0.01].

ps =[0.5,0.1,0.1,0.1,0.1,0.1] and

Figure 3. Example predictive PMFs as output from ML classifiers.

Table 2. A comparison of expressions of uncertainty for nominal
properties.

Uses Uses

Statistic confidence full PMF P4 Ps pPc

WVR (3.12) Y N 050 0.60 0.60
UVR (3.14) Y N 033 051 051
SDM (3.16) Y Y 050 0.60 0.56
H (3.19) N Y 0.81 084 0.0
H* (3.21) N Y 0.75 0.69 029
IQV (3.23) N Y 075 084 0.65
CNV (3.25) N Y 050 0.60 040

predictive distribution p = [py,...,pk]. Assume the outputs y
become inputs to the next measurement model g, which has
both nominal and quantitative input variables, in the form of
a D-dimensional vector x, and outputs a quantitative variable
zeR:

xe X CRP yecCk,zeR. (3.28)

z=g(x,y),

Since there are K possible values for y, we can describe g
as a model conditioned on a nominal variable, and therefore
express g in terms of K models z = g(x,¢x) = gx(X), wherex €
X CRP fork=1,...,K. This expression can be thought of as
modelling a system which has K different regimes, defined by
the classes cy.

The expected value of the output z can be expressed in terms
of the expected values of the functions g;(x):

K

Z /quk X) g (X, cx)

=>r / dx g (x Zpkﬂka
k=1 X

where g (x) are the PDFs of the input variable x € A} and p =
Ey~q,(x) [gk(X)]. The means /4 can be evaluated in the standard
way for quantitative input variables.

We can also compute the variance of the output z in terms
of summary statistics of the functions g (x):

(3.29)

} Z PiPrlj bk

k=1 jk=1
K K
= (ot + 1) = > piprnit (3.30)
k=1 jk=1

where 07 = Vary. 4, (x)[gx(X)] can be evaluated using the meth-
ods described in [21] for computing expressions of uncertainty
in quantitative variables.
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For this simple example, the moments of the measurand
given nominal property inputs can be determined analytically.
More generally, MC techniques can be applied by sampling
directly from the PMF to determine the output PDF p(z).
Proceeding in this way is relevant to measurement applications
that depend upon a prior classification, such as in determining
particle concentration from counting measurements [53].

4. Case studies

In this section we present two applications of uncertainty
evaluation using ML classification models: LC classifica-
tion (section 4.1), and AF detection using PPG signal data
(section 4.2). In both cases we describe the background
on the challenge, methods for obtaining class probabilities,
and exploration of the contributions of different sources of
uncertainty.

4.1. LC classification

4.1.1. Background.  LC maps produced by classification of
satellite imagery provide essential information on the Earth’s
biophysical cover. This information serves as an important
input into a variety of applications, e.g.

e Hydrological and climate modelling [54, 55], where LC
maps are used for setting up land surface conditions;

e National greenhouse gas accounting [56], where LC maps
along with additional data are used for estimation of emis-
sions associated with anthropogenic land use;

e Biodiversity monitoring [57], where LC maps provide
information on habitats and their fragmentation, etc.

Evaluation of uncertainties associated with LC maps is import-
ant both in its own right for the interpretation of such maps,
and for the propagation of these uncertainties further—to the
downstream applications of LC maps mentioned above. As
stated in section 3.3, propagation of uncertainties of a nominal
variable requires its full PMF. This PMF should include con-
tributions of all uncertainty sources mentioned in section 1.2
and illustrated in figure 1.

LC mapping is a multi-class classification problem, which
currently is widely approached by ML. The most popular
ML classification models used for LC mapping are tree-based
models (such as random forests) [58—61], and convolutional
neural networks (CNNs) [62, 63]. There are many LC clas-
sification schemes. Some classification schemes include only
a few, very broad, classes, e.g. tree cover, grassland, crop-
land, etc [64], whereas other classification schemes provide
finer details, e.g. they distinguish broad-leaved and conifer-
ous forest [65]. Some classification schemes have a nested
structure where broad classes are further split into narrower
classes [60]. It is important to note that in the present case
study we approach LC classification in similar fashion to how
itis commonly approached in the literature—as a classification
problem with a univariate output, i.e. each pixel considered

separately. An important extension would be to perform clas-
sification with a multivariate output. In this case, classification
would produce a collection of output variables (a collection
of LC classes) corresponding to multiple pixels as opposed
to each single pixel. Such an extension would make sense
given how strongly correlated EO data typically is in the spa-
tial domain.

4.12. Data. As previously mentioned in section 1.1, a
supervised ML classification model is trained on a data set
consisting of pairs of several input variables and a categorical
output. In our LC classification study, the input variables rep-
resented surface reflectance measurements performed in ten
spectral bands of Sentinel-2 satellite over a single pixel. The
output variable represented LC class in that pixel. Information
on LC classes (i.e. LC labels) is typically obtained either
manually (by visual interpretation of high/very high resolution
satellite imagery or by ground surveys), automatically (e.g.
based on pre-existing LC maps), or hybrid-like (following a
combination of the two methods) [66]. In our study, LC labels
were obtained by an automatic collection procedure following
amodified approach of UK Centre for Ecology and Hydrology
(UKCEH), used for the collection of training data for the pro-
duction of UK annual LC maps [59]. This method relies on
the assumption that LC change is gradual. It uses UKCEH
LC maps produced for three previous years to find pixels
with stable LC classes (i.e. unchanged LC classes throughout
these years). Further filtering was performed to identify such
unchanged pixels where the RF classifier used by the UKCEH
to produce their LC maps yielded a probability greater than
95%. In other words, we only retained pixels, where the LC
label was assigned with the highest confidence. For the present
case study, LC labels were collected over a 20km x 20km
area of interest (AOI) in Scotland. The collection process
yielded 189142 unchanged pixels (i.e. 4.7% of the AOI)
corresponding to forest, cropland, grassland and settlements
classes.

The input variables (i.e. surface reflectance measure-
ments) for the 189 142 unchanged pixels were retrieved from
Sentinel-2 images collected over the AOI on the Ist of June,
2020 and 2021. Although space-borne surface reflectance
measurements have many uncertainty sources associated with
them, in the present study we choose to focus on one uncer-
tainty source. This uncertainty source is related to the imper-
fect knowledge of AOD used in the atmospheric correction of
the satellite imagery. It represents just one (although ordinarily
dominant) contribution to the uncertainty sources (1) and (5)
described in section 1.2 and illustrated in figure 1. The AOD
uncertainties were introduced into the atmospheric correction
process by MC sampling (we used 25 MC samples). The pro-
cess yielded 25 realisations of surface reflectance measure-
ments for each of the 189 142 unchanged pixels. The relat-
ively low number of MC samples used in this study reflects
its preliminary nature. The current implementation serves as
a proof-of-concept, and we plan to increase both the number
of MC samples and the range of uncertainty sources in future
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iterations of the framework. See [17] for more details on the known as Bayesian inference)
data used in this study. (DIO)p (9)
p p
p(0|D) = ——=—=. 4.3)
p(D)

4.1.3. Propagation of uncertainties within Bayesian classific-
ation models. As illustrated in figure 1, ML classification
models come with multiple sources of uncertainty. Most of
these sources can be described in terms of probability distri-
butions for particular parametric classification models (such
as Naive Bayes, logistic regression, discriminant analysis [16]
and neural networks [67]) that naturally lend themselves to a
Bayesian treatment. In this section we summarise a framework
that can be followed to incorporate these sources of uncer-
tainty for Bayesian generative ML classifiers, which explicitly
model the input data uncertainties. For specific details of the
framework and its implementation on LC data, with reference
to various uncertainty sources, see [17].

Let D = {(x;,y;)|i = 1,...,N} be the training data consist-
ing of N pairs of input and output observations, where Xx; €
X C R and y; € Ck. Then we can model the sources of uncer-
tainty described in figure 1 in the following way:

o The training data uncertainty (1) from a measurement pro-
cess can be described in terms of a probability distribution
p(x).

e The class assignment uncertainty of the ML classification
task (2) derives from the joint empirical probability distri-
bution p(x,y). This can be separated into two contributions
via Bayes’ rule

k=1,...,K,
4.1)

pxy=ca)=pxly=c)py=cu),

p(x|y = ¢) is the class conditional probability distribution
describing the distribution of the input data for each class.
p(y = ¢x) is the probability distribution describing the prior
class distribution (or class imbalance) in the training data.
ML models also come with model hyperparameters, which
describe the choice of model (3), such as model architec-
ture or optimisation method. Various hyperparameter optim-
isation tuning methods [68] can be used to determine the
optimal model choice. Bayesian optimisation is one popular
approach [69], and for such an approach, quantification of
the uncertainties in choice of model has been attempted [70].
A parametric classification model can be described by a
probability distribution p(y;|x;,6), where 6 are the para-
meters of the model. The uncertainty associated with such
a model is given by the probability distribution of the
model parameters. The likelihood function £ of the model is
expressed in terms of the model distribution on the training
data, and any additional training data uncertainty

N N

L(0|D) =p(D|0) = HP (xi,yi|0) = HP (ilxi,0) p (xi) -

i=l i=l

4.2)

In a Bayesian setting, Bayes’ rule is used to determine the
posterior distribution in the model parameters (4) (otherwise

The Bayesian approach introduces an additional uncertainty
p(0), which is the prior distribution on the model paramet-
ers. This can be determined from expert knowledge, or one
can use conjugate priors [16] if known for analytic determ-
ination of the posterior. p(D) is known as the evidence, and
is typically intractable for more complex classification mod-
els such as CNNss. In such cases one must resort to sampling
techniques such as Markov Chain MC [71], approximation
techniques such as variational inference [16] or MC dro-
pout [19] to estimate the posterior distribution.

Just as with training input data, new input data also comes
with measurement uncertainty (5). This can be described in
terms of a probability distribution p(Xpey)-

The probability distribution associated with the new input
data uncertainty on an input Xpe,, (known as the posterior
predictive) can be evaluated as the expectation of the ML
model probability of class k with respect to the uncertainty
in the model parameters p(6|D):

)4 (ypred = Ck|xneW7D) = E@\D [P (ypred = Ck|xneW70)] . (44)

The posterior predictive distribution of the ML classifica-
tion model can then be written in the form of a PMF with
probability vector p = [p1,...,pk]", where py:=p(Ypred =
Ck|Xnew, D). This PMF can then by used to propagate uncer-
tainties in further measurement models where the output of
the ML classification model is used as an input, either analyt-
ically (as shown in section 3.3), or through MC sampling of
the PMF.

4.1.4. Numerical examples. =~ We apply the Bayesian frame-
work described in section 4.1.3 to the datasets described in
section 4.1.2, using the Bayesian QDA (BQDA) model presen-
ted in [17]. Specifically we compute the posterior predictive
probabilities on test sets (90% of available pixels) from years
2020 and 2021, with training set taken from the remaining 10%
of pixels from year 2020.

The confusion matrices (comparing class predictions and
‘true’ class labels) from taking the maximum probability as
the predicted class are given in figure 4. We include the true/-
false positive and true/false negative rates to see how the model
performs on each class, as well as computing the overall clas-
sification loss, which is the misclassification rate, or fraction
of class predictions not from the true labelled class.

For evaluation of the performance of the output class prob-
abilities from the classification models, we use two expected
values of proper scoring rules [72], namely the multi-class
cross-entropy loss (XE) and the Brier score (BS). Proper scor-
ing rules are a principled way to assess the quality of the
predictive probabilities produced by ML classification mod-
els [73].

Assume we have an ML classification model and a test data-
set with N observations (i.e. pixels in the case of LC). For
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Figure 4. Confusion matrices using BQDA. Final column corresponds to the true/false positive rates for each class. Final row corresponds

to true/false negative rates.

each observationi = 1,..., N, the test dataset has a class label
k=1,...,K. This can be represented by the binary matrix yy,
where y;, = 1 if test observation i has class label k, and zero
otherwise. The output predictive probabilities of the model for
each test observation i and class label k is represented by the
probability matrix pj. The XE and BS for each test observa-
tion 7 are then defined as

K K
- Zyik log (pik) , Z Yik — plk
k=1 k:

4.5)

The XE is similar to the information entropy defined in
section 3.2.3 except that instead of only using the probabil-
ity of being the most likely class from the model output, the
output probabilities are used to calculate agreement to an inde-
pendent test dataset, so that ‘predictive performance’ is evalu-
ated. The XE is commonly used in neural networks classifiers
as the objective function to minimise during training. The BS
is the mean squared difference between the test class label and
the predicted probability. It considers all output probabilities,
whereas XE only considers the probability associated with the
test class label.

To evaluate overall performance, we take expected values
over the XE and BS defined in expression (4.5) for each test
pixel i, as well as normalising the values such that 0 is perfect
prediction, and 1 represents a predictive performance no better
than using the prior class distribution of the test dataset as a
trivial classifier (i.e. the fraction of LC class abundance within
the AOI). The expected XE (EXE) and BS (EBS) are defined
as

>y viclog (pzk)
Zk— 1 gxlog (1)

Zk 1 yzk pik)2
Zk 1‘]k(1_41k)

where gy is PMF of classes k from the test dataset prior to ML
classification.

EXE = — Z

171

EBS = — Z

1—1

, (4.6)

Table 3. Performance metrics for LC classification using BQDA
model.

Year Loss EXE EBS
2020 0.012 0.079 0.031
2021 0.057 0.567 0.151

Table 4. Summary of uncertainty statistics for LC classification.
Test year: 2020.

Statistic  Median/107%  Mean/10™%  IQR/107°  s.d./1072
WVR 4.63 8.10 2.72 5.00
UVR 3.71 6.48 2.18 4.00
SDM 4.63 7.81 272 472
H 88.8 12.9 24.6 5.84
H* 41.0 7.35 11.3 3.63
IQV 9.26 12.4 5.45 6.73
CNV 4.63 7.04 2.72 4.02

4.15. Results.  The resulting metric values for assessment
of the performance of the classifiers are given in table 3. As
is common with ML classification tasks, we see a degradation
in performance when the model is tested on data outside the
training domain (in this case a different year). We also observe
from figure 4 that the class ‘Settlements’ have the highest false
positive rate. This is in large part due to the low abundance of
settlement pixels within the AOI, and so the ML classifier will
tend to give other LC classes with larger abundances a higher
predictive probability.

In addition to the classification results, we also compute the
expressions of uncertainty for nominal properties described
in section 3.2 using the posterior PMFs obtained within the
Bayesian framework of [17]. Tables 4 and 5 show a summary
of the behaviour in the chosen uncertainty statistics, for test
years 2020 and 2021 respectively.

In both tables, we see that the median and mean values are
very small. This is due to the high accuracy or confidence of
the LC classifiers, leading to low uncertainty. In both tables,
we also see a pattern that the median is orders of magnitude
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Table 5. Summary of uncertainty statistics for LC classification.
Test year: 2021.

Statistic  Median/107°>  Mean/1072  IQR/107®  s.d./1072
WVR 7.44 3.03 3.16 9.94
UVR 5.95 242 2.53 7.95
SDM 7.44 291 3.16 9.34
H 51.9 433 13.2 11.1
H* 24.0 2.56 6.15 7.17
IQV 14.9 4.48 6.31 13.1
CNV 7.44 2.59 3.16 7.97

smaller than the mean, and the IQR is orders of magnitude
smaller than the s.d. This is because the distributions of the
uncertainty statistics are highly skewed to the left, as again
most of the classifier predictions were highly confident, lead-
ing values of the uncertainty statistics to be close to zero.

Note the large difference in scales between tables 4 and 5.
This is due to the large classification performance degrada-
tion observed in the classification metrics from years 2020 to
2021 (see figure 4), causing the resulting predictive PMFs to be
more uncertain. However, the uncertainty statistics still show
high certainty in comparison to a uniform distribution. We also
see a clear pattern for both years, with the information entropy
H having the largest median and IQR, and UVR having the
smallest. Since the median and IQR represent the behaviour
of the statistics for small values, the entropy is the most sens-
itive to variations in confident PMFs out of all the uncertainty
statistics considered. UVR is the least sensitive in this case.
Alternatively, the IQV has the largest s.d., and largest mean
for year 2021, indicating that this statistic is more sensitive
to variations in uncertain PMFs, i.e. PMFs that are close to
uniform. The transformed entropy H* is the least sensitive, or
most robust against small changes in uncertain PMFs.

We observe that WVR, SDM, and CNV have equivalent
median and IQR in tables 4 and 5. This is because the median
and IQR are describing PMFs with a large p in comparison
with the other classes. This reduces these expressions for the
uncertainty statistics of (3.16)(3.25) to approximately (3.12),
essentially acting as a binary classification PMF where all
other classes are treated as one. Appendix B gives a deriva-
tion of this equivalence.

4.2. AF detection

4.2.1. Background. AF is a heart condition that causes
an irregular and often fast heart rate. The global prevalence
of AF was estimated to be 59 million individuals in 2019.
Patients with AF are at increased risk of stroke, heart failure
and dementia, and it is considered to be a 21st century cardi-
ovascular disease epidemic [74].

Digital health solutions are often used for the timely detec-
tion of AF, and diagnosis of AF is typically based upon an
ECG. Wearable or smartphone-based PPG technology has
more recently emerged as having clear potential to make con-
tinuous monitoring of AF more widely available. PPG meas-
urements use a light source and a detector on the surface of

the skin to measure changes in the optical properties of the
skin’s microvascular bed caused by relative changes in blood
volume [75].

Detection of AF from a time series segment of PPG meas-
urements can be posed as a binary classification problem with
two categories: positive (AF is present) and negative (AF is
not present). Promising results for this classification task have
already been reported. For example, a 122-patient study in [76]
reported a specificity (Type I error) of 98.9% and a sensitivity
(Type Il error) of 100% for Fibricheck’s PPG-based AF detec-
tion smartphone app [77].

4.2.2. Data.  We make use of a labelled PPG dataset called
DeepBeat introduced in [7]. A custom subset of the dataset
was selected to ensure a balanced label distribution and no
overlap of patients between the training and test datasets. A
total of 134 patients were selected, giving a derived dataset
consisting of over 100000 signal segments, with over 50 000
instances of both AF and non-AF. Each segment has a duration
of 25 s and a sampling rate of 32 Hz. See [7] for further details
on the primary dataset, and see [75] for further details on the
derived dataset.

4.2.3. Probabilistic ML model. There are generally two
approaches to the AF classification task [78]: (i) a rule-
based classifier which uses features relating to pulse wave
shape or inter-beat intervals; or (ii) an ML-based classifier
which uses a training set of PPG data labelled by a clinical
expert to optimise a generic empirical classification model (for
example a neural network). This case study focuses on the lat-
ter approach.

Uncertainty evaluation is paramount in any classification
model which informs medical diagnosis, where the con-
sequences of misdiagnosis can be significant. Confidence in
AF classification is affected by signal quality, and an eval-
uation of uncertainty is needed for clinicians to establish
whether a classification can be used to reliably inform dia-
gnosis. This case study therefore considers the use of a probab-
ilistic ML classifier which, for each observation, outputs prob-
abilities of being in each of the two classes.

Recall that the dataset described in [7] consists of signal
segments from 134 patients. In [75], data from 110 of the
patients was used to train the model, which allows for data
from the remaining 24 patients to be used as examples of the
use of the trained model for probabilistic AF classification.

We give a brief overview of the ML model and its optimisa-
tion, and refer the interested reader to [75] for further details.
We use a CNN model which is a close variant of xresnet1d50
reported in [79], which is itself a 1D variant of xresnet [80].
A CNN model consists of a sequence of linear transforma-
tions (convolutions) interspersed with simple non-linear oper-
ations, and it outputs prediction probabilities for each of the
classes. Such a model is parametrised by a very large number
of weights and biases defining each of the convolutions, and
training the model involves optimising these parameters with
respect to some loss function.
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Figure 5. Confusion matrix for AF classifier on test dataset.

The probabilities returned by a CNN capture contributions
to the prediction uncertainty arising from some of the sources
of uncertainty mentioned in section 1, namely the class assign-
ment uncertainty (2), the training data uncertainty (1) and
the input test data uncertainty (5). These sources of uncer-
tainty are those which are properties of the classification task
itself or the measurement system used to obtain the obser-
vations. In the ML community, such sources of uncertainty
are often referred to as aleatoric. Given observations, this
is the contribution to the prediction uncertainty that cannot
be reduced by choosing a better model or obtaining addi-
tional training samples. Aleatoric uncertainty is often distin-
guished in ML from epistemic uncertainty, which is the uncer-
tainty concerning the choice (3) and optimisation (4) of the
model [15].

In order to capture in addition contributions to the pre-
diction uncertainty due to model parameter uncertainty (4),
an approach known as MC Dropout [18, 19] is used. The
approach involves enforcing convolution weights to be zero
at random with some fixed probability when both training
and evaluating the model. A probability distribution is finally
obtained which combines the aleatoric and epistemic contri-
butions to the prediction uncertainty [19].

We note two sources of uncertainty which are inadequately
captured by the MC dropout approach. Firstly, as is usually
the case for uncertainty evaluation of ML models, uncertainty
concerning the choice of model is ignored. It follows there-
fore that reliable uncertainty evaluation assumes the selection
of an adequate type of model. Secondly, only uncertainty of the
output data is explicitly modelled in this approach, and uncer-
tainty concerning input data is not explicitly modelled. This is
in contrast to the BQDA approach in section 4.1. Approaches
which explicitly model uncertainty of the inputs to deep learn-
ing models have been considered [81], but the approach is
computationally expensive and consequently not practically
feasible for the large-scale AF detection task considered here.
Full details of the involved steps and their linkage, and how

Table 6. Uncertainty statistics for AF classifier.

Statistic ~ Median/107>  Mean/10~"  IQR/10~!  s.d./107!
WVR 6.98 2.83 5.87 3.41
UVR 4.66 1.88 3.92 2.28
SDM 6.98 2.83 5.87 3.41
H 21.8 4.01 8.71 4.10
H* 16.3 3.76 8.30 4.02
IQV 13.5 3.69 8.29 4.04
CNV 6.98 2.83 5.87 3.41

aleatoric and epistemic uncertainty are captured, can be found
in [75].

4.2.4. Numerical examples. We analyse the output pre-
dictive probabilities of the AF detection classifier using the
same procedure as described in section 4.1.4 for LC classifica-
tion. The confusion matrix and summary statistics are given in
figure 5 and table 6 respectively. The classification perform-
ance metrics are: classification loss = 0.209, EXE = 0.874,
and EBS = 0.622. Since the loss and other classification met-
rics are larger than in the case of LC classification, the uncer-
tainty statistics in table 6 are also larger than those in tables 4
and 5. The WVR, SDM and CNV give equivalent values as
this is a binary classification problem, and their expressions are
equivalent in this case (see appendix B). However, we observe
a similar pattern to the uncertainty statistics computed for the
LC case study. Namely that the entropy is the most sensitive
to variations in the predictive probability distributions, with
UVR being the least sensitive.

4.3. Summary of results

The application of our ML classification uncertainty frame-
work across different models and datasets allowed evaluation
of the predictive PMFs, whilst taking into account the various
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sources of uncertainty described in figure 1. All uncertainty
statistics of nominal properties described in section 3.2.3 were
evaluated based on the outputted predictive PMFs, with results
given in tables 4-6.

The results show consistent behaviour in the predictive
PMFs, in that more accurate ML classification models pro-
duced uncertainty statistics with values close to zero. The
results also showed that the information entropy was the
most sensitive overall to variations in the PMF out of all
uncertainty statistics considered, with UVR being the most
robust. However, if one is more concerned with assessing
highly uncertain PMFs, the IQV is the most sensitive. We also
demonstrated that three uncertainty statistics (WVR, SDM,
and CNV) are equivalent in the case of binary classification,
and approximately equivalent for multi-class ML classifica-
tion models with highly confident predictive PMFs.

5. Conclusion

In this paper, we have presented a metrological framework for
evaluating uncertainty of nominal properties, motivated by the
increasing use of ML classification models in a wide range of
applications. We have identified and listed a number of sources
of uncertainty within ML classification models which contrib-
ute to the output predictive uncertainty of the nominal property
or variable, namely training data uncertainty, class assignment
uncertainty, uncertainty about choice of model, model para-
meter uncertainty, and input data uncertainty, only some of
which are currently addressed in the GUM suite of documents.

The work described in this paper has focused primarily on
predictive uncertainty of ML classification models, with a spe-
cific focus on probabilistic ML classification models, i.e. mod-
els that return class probabilities for the output nominal vari-
able. This focus included the evaluation of uncertainty for such
nominal variables, which is not currently considered within
the VIM and GUM. We have demonstrated that the PMF
provides a complete characterisation of the uncertainty asso-
ciated with nominal properties, and thus the predictive uncer-
tainty in probabilistic ML classifiers. We have also motivated
the use of the PMF of a nominal variable, as opposed to a
summary statistic, in propagating such uncertainty through a
multistage measurement model, representing either a metrolo-
gical traceability chain or a processing chain for information
products. We then provided example approaches using ana-
Iytic or sampling methods of how to perform such propagation
using the PMF.

We have reviewed various statistics that have been proposed
within the literature associated with expressing the predict-
ive uncertainty of probabilistic ML classifiers. We provided
a comparison between these statistics in terms of their fun-
damental properties, and applied them in the context of two
case studies that rely upon a metrological analysis, namely
LC classification, and AF detection. We found that for both
case studies, the information entropy, which is the most com-
mon statistic for uncertainty within the ML community, is

in general, the most sensitive to variations in the predictive
probability distributions. We have also shown that three of the
uncertainty statistics (WVR, SDM and CNV) are equivalent
for binary classification, and approximately equivalent in the
multi-class case for confident ML classification model out-
puts. We have also illustrated how sources of uncertainty are
addressed within the two case studies using different method-
ologies dependent on the classification modelling procedure.

The framework we have outlined builds upon and enhances
previous work in uncertainty evaluation for nominal prop-
erties. The framework enables an extension of the GUM to
uncertainty evaluation for nominal properties, and provides
methods for handling the sources of uncertainty within ML
classification, underpinning their use within metrological
applications.
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Data sources

The original data used for LC classification study can be found
at [82—85]. More details on how this data was processed for the
LC classification study are provided in [17]. The original data
for the case study on AF detection (DeepBeat) can be found
at [86] and is described in [7]. The custom data split used was
described in [75].

Appendix A. Derivation of uncertainty statistics
WVR and UVR in terms of expected distance from
mode

We can express the WVR and UVR defined in section 3.2.3
in terms of a simple distance metric from the mode(s), defined

as
dk_{

0 pk:ﬁa
1 otherwise,

k=1 (A.1)

geeey



Metrologia 62 (2025) 064001

S Bilson et al

WVR
Using the fact thatp = 1 — d - p for unimodal distributions, the
expression for WVR (3.12) becomes

Kp—1
uwvr (p) =1— 15_1
_,_K(-dp)-1
n K—1
K
=——d-p. A2
x_14P (A.2)

Since the probability vector p represents a PMF, we see thatd -
p = E,[d]. This is the expected distance from the mode. Thus,
we can express the normalised WVR in terms of the expected
distance

K

X_1be [d].

uwvr (p) = (A.3)

We see a direct analogy with the variance for continuous vari-
ables in terms of the expected squared distance from the mean:
Var[X] = E,[d(X)?], where d(X) =X —E, [X].

UVR

For multimodal distributions, mp = 1 — Ep[d], where m is the

number of modes. In this case, the UVR in expression (3.14)
can be written as

K? P
_ K? 1_17Eﬂﬂ
K2—1 m2
K2 K2 m?—1

Thus the UVR can be expressed as a linear transformation of
the expected distance from the mode even when the PMF is
multi-modal, whereas expression (A.3) is only valid for unim-
odal distributions.

Appendix B. Relationship between uncertainty
statistics WVR, SDM, and CNV

Although expressions for the uncertainty statistics
WVR (3.12), SDM (3.16) and CNV (3.25) give different
values in general, there is a relationship between them for
certain forms of PMF p.

Consider the unimodal case where the modal probability is
D, and all other class probabilities are equal. This PMF can be

written as
_Jp
qk = 1-p
K—1

All binary class (K =2) PMFs can be written in this form.
For multi-class classification models where outputs are con-
fident in one class, the predictive output PMFs approximately
follow the form of (B.1).

h=6 k=1,... (B.1)

otherwise,

We will now show that WVR, SDM and CNV uncertainty
statistics are equivalent in such a scenario. Substituting (B.1)
into (3.16) leads to

uSDM(q): - K—1
. 1-p
:1— —_—
Pt
Kp—1
=1- 7 =uwwr(q).

Now substituting (B.1) into (3.25) yields

KCW+(K—U(;€Y>—1

ucnv (q) =1 X1

1

_1_ﬁ (K—1)(Kp> = 1)+ K (1—p)’
1

KR

=1 ) K*p? —2Kp+1
1

=1 V(KD = 1) = e (0).

This also explains the equivalence in the binary class uncer-
tainty expressions (3.13), (3.17), and (3.27).
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